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Abstract
Classical distributed algorithms have been mostly conceived under the hypothesis that each involved
partner has no incentive in doing something different from what it is expected to do, without taking into
account the possible economical interests of each partner.
This may be the source of serious security problems. Indeed, to guarantee for example the security
of a protocol for telecommunication networks, or the security of a sensor-driven database, one must be
able to guarantee that the presence of one or few adverse partners, could not lead to serious situations,
or completely deteriorate the performances of the whole network. This becomes more and more crucial,
as the size of the networks is increasing, or as the number of economical partners involved in today’s
networks is increasing.
Mathematical game theory studies the equilibria reached by rational players in competition, and
Mechanism theory the possible games which may lead to equilibria. In recent years, algorithmic versions
of these theories have been developed to study efficient methods to compute or verify approximate
equilibria.
Algorithms from distributed algorithm theory must be reconsidered under these points of view, in
order to guarantee their correct behavior and performances even in presence of partners with divergent
economical interests, or that could be subject to some selfish behaviors.
Our common long-term objective is to contribute to understand algorithmic game theory and its
applications to classical and self-stabilizing distributed algorithms, in particular the notions of stability
in this context. We wish to provide sufficient conditions which guarantee some stability and study the
dynamical aspects by analytic methods whose complexity is well understood; and more generally, to
understand trade-off between efficient algorithms and analyzable algorithms in this concept.
By this action, we propose specifically the following points:
• produce some notions of stability adapted to problems related to security of distributed systems;
• produce some distributed algorithms, preferably self-stabilizing, for simple models coming from
problems related to inter-domain routing in telecommunication networks, and sensor-driven databases
with guarantees of security in terms of these notions of stability;
• the proposed solutions will be validated analytically and by simulation.
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Goal and context

Partie à rédiger en Anglais.
On précisera, en particulier, les verrous scientifiques et technologiques à dépasser, l’état de l’art ainsi que
les projets concurrents ou similaires connus dans le contexte national et international, en particulier ceux
auxquels les équipes du projet participent.

1.1

Distributed Systems and Security

The today development of heterogeneous communication networks, dealing with telecommunications, sensordriven databases and ambient intelligence (see for example the call “Situated and Autonomic Communications (COMS)” of the FET of the 6th IST) has promoted the study of heterogeneous and dynamic distributed
systems. As a consequence, there is a crucial need for robust distributed algorithms to allow and control the
different interactions between senders, that may be selfish actors or equipments. To guarantee the robustness
of algorithms, performances are often evaluated in a worst case basis, in ways that tolerate that some agents
or some parts of the systems are faulty, or even that some agents are Byzantine, or enemies: see e.g. [Lyn97].
More recently, some algorithms have even been improved to be self-stabilizing: see e.g. [Dij74, Dol00].
Independently of the initial state of the system, in a finite time, the system is guaranteed to come back to a
correct behavior. This means, that even if an unexpected event happens, they are guaranteed to come back
to a correct behavior after some time. However, in the conception and in the analysis of all these algorithms,
the following hypothesis is classically made: each (non-faulty, non-enemy) agent involved in the algorithm
behaves has it is supposed to, in the social interest of the whole community. This is not compatible with the
fact that the policies of all the actors of a communication networks are private and different, even if they
share a common point-to-point communication protocol.
Thus, considering that most partners involved in today’s protocols or today’s distributed systems could
have different (may be opposite) economic interests, we must take into account that agents may have some
profits in behaving differently.
To avoid serious security problems not covered by classical analysis of algorithms, we must be able to
guarantee that the presence of one or few non fully altruist partners in a protocol or in a distributed system
could not lead to serious situations, or could completely deteriorate the performances of the whole system.
We believe this becomes more and more crucial, as the sizes of the distributed systems are increasing, or
as the numbers of economical actors involved in today’s communication networks or distributed systems are
increasing.
We would also state that, even if we are focusing above on security aspects, understanding fully all the
economic aspects in distributed systems brings new very interesting questions, challenges, and methods,
whose use in the conception of future systems could really help.
We would like to illustrate this by two simple concrete examples.

1.2

Example 1: Inter-Domain Routing

Distributed algorithms for routing do not take into accounts the economic interests of involved partners:
see e.g. [Lyn97]. Let us take the case of inter-domain routing in Internet. Basically, routing between
different domains belonging to different operators is done following business relationships according to the
BGP protocol (Border Gateway Protocol). Regardless from particular preferences and transit restrictions,
the BGP protocol routes the traffic on the shortest paths in term of hops and thus costs are not incurred.
With these assumptions, a simple version of the protocol can be abstracted by the following distributed
algorithm (a kind of distributed Belmann-Ford algorithm [Bel58, FF62, CLR90]):
• each node of the network (Autonomous System in the terminology of inter-domain routing), queries its
neighbors whether they know a path to reach each expected destination, and if so, ask them to return
the corresponding length.
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• After receiving the informations from all its neighbors, each node updates his routing table in order to
route each packet towards some destination to the (or one of the) neighbor(s) that claim(s) to know
the shortest path to this destination.
• And so on repeatedly in each node, until the routing tables stabilize.
This algorithm computes routing tables in a distributed manner where the selected paths are the shortest
one in terms of number of hops.
Now, let us consider a more realistic model, as considered by some partners involved in this project
[BBEV05] where costs are incurred in routing decisions and thus economic issues are involved. In this
proposition, each autonomous system that has its own routing policies is considered as an independent commercial partner. The different business relationships that exist are abstracted as follows: Each autonomous
system receives some profit when handling transit traffic from an other autonomous system. Conversely, it
has to pay for the transit traffic that he sends to its neighbors.
Situations can arise where an autonomous system has an incentive to lie about shortest paths in order to
attract transit traffic and thus increase its profits. How can we then guarantee that no commercial partner is
modifying the implementation of the protocol in order to serve its own interests? This is clearly a question
related to security.
Now, another fundamental question can be of interest: How commercial partners should fix their prices for
the transit traffic that use their domain? This is a question closely tight to the conception of the distributed
system itself. No classical algorithmic seems to help here.
Suppose that the prices are fixed iteratively in a distributed way by the different economic partners.
Such mechanism can stabilize on a situation where each partner is satisfied with its costs (incurred by the
computed prices). Now, experimental simulations show that for some pricing policies the network stabilize
when for other it does not, whereas we have no clear explanation of the reason behind such behaviors. One
point of interest is then to understand tools that can be used to investigate the dynamic of such models.

1.3

Example 2: Security of Sensor-driven Databases

A sensor is a “small” device that produces a measurable response to a change in a physical condition such
as temperature or in a chemical condition such as concentration. The sensors have wireless communications
devices attached to them, and if deployed near to each other, they will network themselves automatically.
These sensors, which would cost pennies each if mass-produced, could be dispatched or deployed all over
some area to be monitored. Taken together, all sensors would constitute a huge sensor network of “smart
dust”, a network that would give control insight into how parameters are evolving and how they can be
conserved. Essentially, smart dust is made up of thousands of sand-grain-sized sensors that can measure
several key parameters.
Note that sensor networks are application driven and concern specific networks of wireless nodes that
sense/monitor certain phenomena of interest and report. We can distinguish here the continuous monitoring
versus event-triggered monitoring. As usual, one can found a lot of military applications, another facet of
“security” oriented applications as: Surveillance of sensitive areas, personnel monitoring, target detection,
intrusion detection... but also civilian applications that deal also with security like: Forest fire detection,
habitat monitoring, smart homes...
To properly exploit the huge amount of data that is likely to be collected by a sensor network, dedicated
databases are needed. One typical example is when the central database must maintain some global functions
of all measurements of sensor network, such as frequency moments. Frequency moments of a data set represent
interesting demographic information about the data, and are important features in the context of database
applications. In particular they indicate the distinct values for an attribute in a relation, and the skew of
the data. The space complexity of computing these moments, as well as this application, is studied e.g.
in [AMS96].
However, current studies lack exploring commercial tradeoff in the design of sensor networks (e.g. for
a specific application such as intrusion detection, how many sensors located in which area would permit
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sufficiently good detection at an acceptable price?), as well as safety insurance when the sensor network is
deployed in a “hostile” area (e.g. if some sensors are tampered with of modified by an enemy/competitor
of the sensor network owner, how reliable are the measurements, and how long will the sensor network be
useful ?).

1.4

Algorithmic Game Theory

Game theory is a branch of mathematics that aims at predicting toward which situation(s) converges a set
of rational partners in a situation of competition, such as an economic competition [OR94].
In particular, a Nash Equilibrium [Nas50] is a configuration in which no rational partner has some
unilateral incentive to depart: if the choices (called strategies in this theory) made by its opponents are kept
fixed, it has no benefits in changing unilaterally his own strategy.
Nash equilibria correspond to stable situations: indeed, in any other situation, one of the partners has
some reason to change its strategy, and hence the system has some reasons to evolve.
The field of mechanism design, sometimes called implementation theory, is a branch of game theory that
aims at providing methods to guarantee that the Nash equilibria of a system do belong to a given desired
subset of configurations. For example, it provides mechanisms to conceive auctions that guarantee that no
rational bidder has some interest in not being truthful on its evaluation of presented items. Famous game
theorists have indeed been involved in auctions for the spectrum allocation problem in America [McM94].
Most developments of these theories have been done before recent developments of today’s computer
science, and in particular without true considerations of effectiveness or of complexity of proposed solutions.
For example, whereas the theorem of Nash in [Nas50] says that there always exists at least one (mixed) Nash
Equilibrium, this is practically not so useful if there is no way to compute some strategies that lead to such
an equilibrium.
These concerns have recently motivated a whole series of research papers devoted to understand which
of the constructions from game theory and mechanism design are effective and which are not. Efficient
methods to compute or verify approximate equilibria have also been devised. This leads to what is now
called Algorithmic Game Theory.

1.5

Related projects

Some members of this project are involved in other projects, but not directly on algorithmic game theory,
and its relations to distributed algorithms. Some particular projects we are involved in are listed at the end
of this document, and in the requested administrative document submitted with this project.
The remaining of this section describes related projects at the worldwide level.
Algorithmic Game Theory. Several projects related to algorithmic game theory have emerged in the
last few years. Among them, the group P2PECON at Berkeley focus on economics-informed design of
peer-to-peer, ad-hoc and overlay networks. The EconCS Group from Harvard is pursuing research, both
theoretical and experimental, at the interface between computer science and economics. In particular, their
topics of interest include the design of mechanism infrastructures for distributed and peer-to-peer systems.
The Computational Economics Group of the Hebrew University of Jerusalem also works on mathematical
foundations for automated trades on the Internet, design of algorithms that behave optimally even when
they involve selfish participants or protocols to operate within complex trading environments.
At the European level, the DELIS (http://delis.upb.de/ ) project has several themes that are close to
those described in this project. In particular, they study algorithmic game theory and its applications to
computer networks. To our knowledge, no French computer scientist or mathematician is involved in this
European project.
Inter-domain Routing. Many international projects focus on the Quality of Service (QoS) management
in a dynamic and heterogeneous inter-domain networks. The European project MESCAL (and its continuation with project AGRAVE) has studied some distributed solutions to guarantee QoS in a BGP networks.
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The NSF project ”Beyond BGP” focus on the dynamic and heterogeneous aspects of a BGP networks and the
IST European project INTERMOM investigates some first links between economics and selfish behaviours
in a BGP networks. In the network of excellence EURONGI on the next generation of Internet, the Specific
Project AUCTION (in which PRiSM is involved) focus on the use of auctions to manage the economic
relations between autonomous systems. From another point of view the European project DELIS, and in
particular the subproject ”Game Theoretic and Organizational Economics Inspired Approaches”, focuses on
the way of understanding and controlling complex and heterogeneous systems. Our project on the relations
between algorithmic game theory and distributed algorithms could so be a major key-point from all these
projects point of view.
Sensor Networks. There exist numerous international projects. We only list here two in the US and one
in Europe.
At the international level, the research program in Networking Technology and Systems (NeTS) of the
National Science Foundation (NSF) has launched an ambitious program to sustain the science and technology
needed to fulfill our vision for next-generation networks. This program solicitation seeks innovative, forwardlooking research projects in networking research broadly defined and in the focus area of Networking of Sensor
Systems.
The NEST project is developing an Open Experimental software/hardware Platform for Network Embedded Systems Technology research that will accelerate the development of algorithms, services, and their
composition into challenging applications dramatically. Small, networked sensor/effector nodes are developed
to ground algorithmic work in the reality of working with numerous, highly constrained devices.
The National Centers of Competence in Research (NCCRs) are placed under the authority of the Swiss
National Science Foundation (SNSF) to promote long term research projects in areas of vital strategic
importance for the evolution of science in Switzerland, for the country’s economy and for Swiss society.
The TERMINODES project’s goal is to study fundamental and applied questions raised by new generation
mobile communication and information services, based on self-organization. Such systems have become very
topical lately with the advent of ad hoc mobile networks and Peer to Peer services on the Internet. Yet,
many of the fundamental questions remain to be solved, and applications are often only emerging now.
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2

Project description

Partie à rédiger en Anglais sur 5 à 10 pages.
Entre autres, le caractère innovant du projet (concepts, technologies, expériences . . . ) devra être explicité et
la valeur ajoutée des coopérations entre les différentes équipes sera discutée.

2.1

Objectives

The objective of this project is to contribute to algorithmic game theory, and its applications to, possibly
self-stabilizing, distributed algorithms. In particular, our aim is to contribute to understand the notions of
stability in this context, and methods for guaranteeing stability.
We aim at providing possibly self-stabilizing algorithms guaranteed to be safe, through methods whose
complexity is well understood.
We propose to base our work on simple abstract models taken from the two chosen domains of applications
mentioned in previous section: inter-domain routing in telecommunication networks, and problems related
to sensor-driven databases.
This can be summarized as follows:
Safety of Solutions

Algorithmic Game Theory

Approximations

Problems

Distributed Algorithms

Stability Notions

Solutions

Abtractions

Models

Problems

Solutions

Inter-domain
Routing

Problems

Sensor
Networks

Figure 1: Schematic view of the project

At lower level, we have problems coming from the two fields of applications: inter-domain routing, and
sensor networks. This level implies questions of modelization to provide tractable realistic abstractions.
Provided solutions will be based on distributed algorithms, which constitute the middle level of our
schema. Self-stabilizing algorithms will always be researched, whenever possible.
The correctness and the safety of these distributed algorithms will be provided by arguments coming
from the higher level, i.e. models from algorithmic game theory.
Proposed solutions will have a well-understood complexity. When no exact or efficient solution can or
will be found, formally proved approximations will be considered. The provided solutions will be validated
analytically and by simulation.
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2.2

Involved Participants

Participants involved in this project come from various horizons: algorithmic for telecommunication networks, computability and complexity theory, and self-stabilizing distributed algorithmic.
This is globally explained by the distinct levels of expertise required by Figure 1.
More specifically, several people come from the algorithmic for telecommunication fields. Indeed, as we
argued in previous section, the conception of safe protocols for telecommunication networks, such as interdomain routing, directly rise to questions related to algorithmic game theory, and pricing problems. Several
people involved in this project are involved with industrial partners in projects related to pricing of services
in telecommunication networks.
Several people come from the complexity point of view. Up to this date, algorithmic game theory has
received most of its attention in this community.
Indeed, models of economic inspiration do provide new original distributed computational models, that
seem to differ greatly from more classical parallel models (see e.g. [BDG88]), or more recent models such
as bio-inspired, or quantum models. As observed in [Pap01], as the size of the Internet is increasing, these
models are more and more realistic models of what can be computed by today’s networks.
Observe that, as Nash equilibria of a system can be seen as the local minima of some function [MM96], a
system of agents in competition can be also considered as a natural distributed computational model, mixing
discrete and continuous aspects [Bou99], implementing naturally operators like finding zero or finding local
minima of functions [BH04b, BH05].
Several other people involved in this project come from the self-stabilization community. They are also
involved in projects related to sensor-driven databases. Since Nash equilibria correspond to some notions of
stability that share several aspects with notions considered in self-stabilization, the need for their expertise
is clear. Furthermore, from the algorithmic point of view, as we will discuss, techniques to be able to discuss
the dynamics of competitive systems are really missing, and we think that methods from self-stabilization
could provide solutions.
If the participants come from distinct horizons, they have already all met. Each participant has already
co-authored a paper or is currently working with at least another participant.
The collaboration will be a really new one as a whole. Furthermore, we think that a strength of this
project is that we share same long-term objectives:
• contribute to understand algorithmic game theory and its applications to classical (and possibly selfstabilizing) distributed algorithms, by analytic methods whose complexity is well understood;
• understand notions of stability adapted to distributed algorithmic, and corresponding proof techniques.
• understand the methods that allow to discuss dynamical aspects;
and more generally, understand trade-offs between efficient algorithms and analyzable algorithms in this
concept.
Exchanges between participants will be guaranteed by (at least) bi-annual workshops involving all participants, with presentations off ongoing works on federative topics.

2.3

Algorithmic Game Theory & Mechanism Design

We now provide a brief state of the art, concerning algorithmic game theory and mechanism design.
There has been an important number of papers in the last few years devoted to these subjects. We only
mention here a few of them, mostly those related to our applications.
Some researchers started to study the introduction of taxes and contract mechanisms in protocols or in
distributed algorithms, to guarantee that every rational agent has no incentive in departing from what it is
expected to do for the social welfare of the whole group.
Constructions based on Vickrey-Groves-Clarke mechanisms [Vic61, Gro73, Cla71] have been proposed
for several problems such as task scheduling, or minimal spanning tree computations in [NR99].
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Vickrey-Groves-Clarke mechanisms work very well when the social function to optimize is a linear combination of the utility of each participants. Conceiving mechanisms when this hypothesis is not met is not
so easy. Attempts to escape from these limitations exist [DV04]. Notice that proposed solutions may also
suffer from other robustness problems, such as unbounded taxes.
Computational Feasible Versions of Vickrey-Groves-Clarke mechanisms have been discussed: see e.g.
[NR00]. The distributed computation of Vickrey-Groves-Clarke prices has been investigated. For example,
it has been proved that a distributed pricing mechanism can be added to BGP in order to guarantee that
Nash equilibria correspond to states that minimize some social cost over the global network [FPSS02].
Still in the field of mechanism design for networks, methods for handling congestions in networks have
been proposed in [GJS04]: the messages to be deleted in the queues of each router, when they saturate, are
chosen preferably among the partners that do not respect their contract.
Some techniques for evaluating partners, and dealing preferably with good ones, have been proposed in
peer-to-peer networks [NWD03a, NWD03b].
There has been a whole series of papers devoted to the question of the pricing of services in networks.
For example, the question on how to fix prices in a fair manner in a multicast has been discussed in
[FPS01, FKSS03, FKSS01].
A whole series of papers has been focusing on the question of bounding or computing the price of anarchy
or the price of stability, for distributed algorithms, introduced respectively [Pap01] and [ADTW03, CSM04].
See e.g. [FGL+ 03, Czu03] for surveys with numerous references on the subject.

2.4

Stability Aspects

We think that extensions of the previous results to more general models are needed.
For example, in our sensor-driven database application, we need to consider models with economic constraints, but also with possibly enemy agents. The question on how to mix the notion of economic agent
from game theory, with the notion of adversary from classical distributed algorithms need to be addressed.
We think this is deeply related to a global discussion on the notion of stability in the context of distributed
algorithms. Indeed, when limited to this latter context, since adversaries are classically considered in a worst
case basis, notions of stability for distributed algorithms (for e.g. in auto-stabilization literature) are very
different from the notions of game theory.
In a symmetric way, in pure game theory, it has often been observed that the notion of Nash equilibria
is a very weak notion, and often rather unrealistic [OR94], and hence, to avoid these problems, numerous
variants have been proposed in literature (perfect equilibria [Sel75], proper equilibria [Mye78], sequential
equilibria [KW82], stable equilibria [Nas50] . . . etc): see e.g. [vD87].
In a context like inter-domain routing, the researched notion is related to a stability in terms of routing
tables. This corresponds to some notion of stability or equilibrium that still differs by some aspects.
In this project, we plan to contribute to the following aspects:
• Design formally well understood notions of stability that encompass the two main application domains
that we considered (inter-domain routing and sensor networks);
– Concerning applications to inter-domain routing, this requires to complete and expand the model
from [BBEV05].
– Concerning applications to sensor networks, this requires to propose notions of stability that
encompass notions from game theory and from classical distributed algorithmic.
• Provide extensions of mechanism design techniques able to deal with these proposed notions of stability.
Our purpose is to provide mechanisms, or sufficient conditions to derive mechanisms, that provide
guarantees in terms of the proposed notions of stability.
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2.5

Dynamical Aspects

Game theory predicts toward which situation(s) a system evolves, but do not help really to discuss the
dynamic of the system up these potential equilibria.
This problem is clearly involved in the discussion we made about the inter-domain routing application in
first section. In this example, whereas some experimental simulations stabilize, some other do not, without
clear understanding.
Evolutionary game theory (see e.g. [HS03, Cre03]) provides some models and results for that. But we
think that proof techniques are missing to discuss completely dynamics of distributed algorithms, and that
this whole field requires further investigations.
In this project, we plan the following:
• Investigate models in the spirit of those related to the example taken from inter-domain routing. Our
purpose is to investigate how to better model the dynamical relationships between partners during the
evolution toward the equilibria, in particular in this context.
• Provide sufficient conditions, that could derive cases where some dynamical properties of the system
can be formally established. For example, for the inter-domain routing application, sufficient conditions
that imply the stabilization, when the traffic is fixed.
• Confront analytical predictions to simulations. We believe this is a good way to validate the models.

2.6

Self-stabilization Aspects

There exist numerous ways to prove a distributed system self-stabilizing. (see [BBFM01, DT03, GM91,
Kes88, TNPK01]). The first technique, and certainly the most used one, is the convergence steps (introduced
in [GM91]). Another tool, that is closer to the notion of equilibrium, consists in using potential functions
[Kes88]. The overall idea is to find a function f whose domain is the set of states of the system and whose
co-domain R is such that, for any possible evolution of the system, f is monotonous until it reaches after
finite time a threshold value after which the behavior of the system is correct.
The large majority of self-stabilizing solutions in large distributed systems is based on the cooperation of
the processes in the system against an adversary that can be seen as the environment. The environment may
corrupt arbitrarily the values of the variables, the contents of the exchanged messages, and the scheduling
of processes, so that recovering from such hazards is made harder (see e.g. [DIM95]).
In this project, we wish to push the hardness of the problem a bit further: among the cooperating
processes, some may be “uncooperative”, e.g. be malicious and try to cause havoc in the system, or simply
try to get commercial benefit from their unpleasant actions. In other words, not only the environment may
cause arbitrary corruptions or scheduling, but participating processes may also harm the system behavior.
We plan to study two separate cases:
• Design systems that are self-stabilizing in spite of the presence of Byzantine (i.e. malicious) processes,
that have unlimited resources. Those systems would typically be used when the environment can be
controlled or trusted (e.g. a network of sensors placed in a dangerous area).
• Design systems that are competitive self-stabilizing. Overall all processes aim at the same (commercial)
goal, but their personal goals may differ from the personal goals of other processes. Those systems
would typically be used in environments where protocols and formats are well known and agreed among
all partners, but where personal goals are hard to guess from the outside. Obviously, and unlike the
previous case, processes would not get access to unlimited resources.

2.7

Complexity Issues

There has been an important series of papers related to complexity questions about computation of equilibria:
see e.g. the survey [MM96]. For example, Nash equilibria can be computed using Lemke-Howson algorithm
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if the game is in normal form [LH64], or Lemke algorithm if it is in extensive form [vS02, KMvS96]. The
worst case of these algorithms is exponential, but the exact complexity of these problems is a well known
open question [Pap01]. It is known that the question whether there exist some Nash equilibria with some
properties lead to NP-hard questions [GZ89]. Computing equilibria for stronger notions of equilibria can be
realized using methods based on manipulation of polynomials and semi-algebraic sets [MM96].
Whereas it seems to be hard to compute Nash equilibria of a given system, the question of verifying if a
given configuration is a Nash equilibria is easier [Pap01].
In this project, we plan the following:
• Investigate methods to verify equilibria efficiently. We intend to contribute to research in the spirit
of [FMdR04] where methods for testing properties of strings have been devised. Our purpose is to
understand if it is possible to derive techniques, that given some notion of equilibrium, such as the
-equilibrium notion [LMM03], and some matrix describing some game, would determine whether this
matrix is far from an equilibrium for some distance.
• Investigate, through complexity and computability theory tools, the limits of solutions that game theory
can derive for distributed algorithmic. In particular, the notions of stability that will be proposed in
this project are expected to include notions of approximation and robustness. We plan to investigate
trade-offs between approximation and complexity for these notions.

3

Intended results

Partie à rédiger en Anglais.
On détaillera l’échéancier des résultats et réalisations intermédiaires et finaux attendus. On précisera les
risques scientifiques qui seront pris. On discutera de l’impact potentiel de ce projet sur les scènes européenne
et internationale.

3.1

Summary of tasks

We plan to concentrate our studies on three main tasks: (i) Modeling, (ii) Algorithm design, and (iii)
Evaluation.
Modeling. We will discuss the involved notions of stability relatively to problems occurring in the main
two applications we mentioned.
Task 1.1 We will define notions of stability in models that encompass the two main application domains
that we considered (inter-domain routing and sensor networks).
Task 1.2 The model from [BBEV05] will be completed and expanded to include the notions of stability
in the context of Inter-domain routing. This task will be carried out using inputs from industrial partners
(such as Alcatel in France).
Task 1.3 The notion of competitive self-stabilization will be defined. In particular, necessary and sufficient conditions are to be defined to characterize a set of problems that can be solved in this model. The risk
here is that many previous studies that combine self-stabilization with extra properties are intractable [AH89].
Task 1.4 Models for dynamical aspects involved in applications will be provided. In particular, models
for interactions between partners in inter-domain routing application during the evolution toward stability.
Task 1.5 Very few previous works concentrate on dynamical aspects involved in algorithmic game theory
solutions. We plan to investigate models and sufficient conditions that allow to establish some dynamical
properties of such systems. This may reveal several impossibility results.
Task 1.6 Very few previous works concentrate on solving distributed problems in a self-stabilizing way
that can also tolerate malicious behavior of some processes. So far, only local problems were considered. We
plan to further study which problems can be solved in this context. Again, combining self-stabilization with
resilience to malicious behavior may reveal several impossibility results.
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Algorithm design. In the models defined by Tasks 1.1-1.4, and taking into account the possible impossibility results and complexity bounds resulting from Task 1.5-1.6, we will design sequential and distributed
algorithms for the two main application domains that we consider.
Task 2.1 Distributed algorithms for Inter-domain routing will be designed, taking into account the
commercial nature of routing and the economic interests of the processes.
Task 2.2 Sequential algorithms for sensor network distribution (or placement) for various problems
involving cost of sensors, battery lifetime, and fault tolerance.
Task 2.3 Distributed algorithms for Inter-domain routing will be designed, with formally established
dynamical guarantees.
Task 2.4 Distributed algorithms (possibly self-stabilizing) for sensor networks that can withstand malicious behavior by a portion of the nodes.
Task 2.5 Distributed competitive self-stabilizing algorithms, for problems occurring both in inter-domain
routing and sensor networks.
Evaluation. All proposed solutions in Tasks 2.1-2.5 will be proved analytically and/or by simulation.
Task 3.1 Complexity of all solutions will be addressed and discussed as far as current knowledge enables
it.
Task 3.2 If, for a given problem, no exact solution, or efficient solution exist or is found, formally studied
approximations will be considered.
Task 3.3 Investigate methods to verify equilibria efficiently.
Task 3.4 For all designed solutions (even those not falling in the category of Tasks 3.1-3.3), simulate the
solutions to get quantitative experimental results.

3.2

Task allocation

The tasks are assigned to teams as follows:
Nancy
Orsay
Versailles

3.3

1.1
1.1
1.1

1.2

1.3
1.3

1.2

1.4

1.5
1.6

1.4

2.1
2.1
2.1

2.2
2.2

2.3
2.3
2.3

2.4
2.4

2.5
2.5
2.5

3.1
3.1

3.2
3.2
3.2

3.4
3.3
3.4

Schedule

The planned schedule is as follows:
0-6 months
6-12 months
12-18 months
18-24 months
24-30 months
30-36 months

3.4

Tasks
Tasks
Tasks
Tasks
Tasks
Tasks

1.1,
1.1,
1.1,
2.1,
2.1,
3.1,

1.2,
1.2,
1.2,
2.2,
2.2,
3.2,

1.3,
1.3,
1.6,
2.3,
2.3,
3.3,

1.4,
1.4,
2.1,
2.4,
2.4,
3.4

1.5,
1.5,
2.2,
2.5,
2.5,

1.6
1.6
2.4, 2.5,
3.1, 3.2, 3.3, 3.4
3.1, 3.2, 3.3, 3.4

Expected results from CDDs

Competitive and Byzantine resilient Stabilization. The main task of this CDD is to design and
study self-stabilizing distributed algorithms when (i) there is competition between cooperating processes,
and (ii) there is a subset of the nodes that can exhibit malicious behavior. This typically relates to Tasks
2.4, 2.5, 3.1, 3.2, and 3.4. This CDD is to be at the “Ingénieur expert” level and starts at month 12 for at
least 12 months (possibly 18).
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Mechanism Design & Dynamical Aspects The main task of this CDD will be to contribute to improve
the model from [BBEV05] and to extend mechanism design techniques to deal with proposed notions of
stability, as well as to deal with dynamical aspects. This typically relates to Tasks 1.1, 1.2, 1.4, 1.5, 2.3,
2.5, 3.4. This CDD will be at the “Ingénieur expert” level and starts at month 0 for 36 months. He or she
will be based on LORIA at year 1, PRISM at year 2, and LORIA at year 3. The mission of this CDD will
explicitly mention cooperation and regular exchanges with all sites.
Evaluations We plan to hire several persons to implement our algorithms and simulate them on realistic
platforms, and/or perform numerical analysis on them. We plan to have a 4 months positions every year at
the engineer level. Those positions will typically work on Tasks 3.2, 3.3, and 3.4.

4
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Bibliographical references of the researchers involved in the
project

Pour chaque (enseignant-)chercheur participant, lister de 3 à 5 publications, logiciels ou brevets les plus
significatifs, en relation avec la thématique du projet proposé.

5.1

Partners

Three partners are involved in this project:
1. LORIA laboratory (Laboratoire de Recherche en Informatique et ses Applications) from Nancy.
2. LRI laboratory (Laboratoire de Recherche en Informatique) from Paris XI University.
Two groups are involved in LRI: The “Parallelism” group, and the “Algorithms and Complexity”
group.
3. PRISM laboratory (Laboratoire de Recherche en Informatique) from Versailles St-Quentin en Yvelines
University.

5.2

Participants, and bibliographical references
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1. LORIA, (Laboratoire Lorrain de Recherche en Informatique et ses Applications), Nancy.
(a) Olivier Bournez, Chargé de Recherche INRIA. www.loria.fr/˜bournez.
Research related to computational models, in particular work in progress related to models of
economic inspiration.
Selected Publications: [9, 10, 8].
(b) Johanne Cohen, Chargée de Recherche CNRS. www.loria.fr/˜jcohen.
Research related to graph theory, algorithmic for telecommunications, related complexity and
optimization problems.
Selected Publications: [7, 5, 13]
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5.3

Other involvments of participants

• Dominique Barth is involved in ACI ALGOL (until 2007) at 40% and in ACI SR2I (until 2007) at 20%.
• Sylvie Delaet is involved in ACI SR2I (until 2007) at 50%.
• Michel de Rougemont is involved in ACI VERA (until 2006) at 20%.
• Frederic Magniez is currently involved in ACI VERA (until 2006) at 20%, and in ACI Réseaux Quantiques (until 2006) at 30%. Total: 50%.
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• Sébastien Tixeuil is involved in ACI SR2I (until 2007) at 50%, in ACI GRID explorer at 20%, and ACI
FRAGILE at 50%. However, these 120% corresponds to 60% of his research time, since he is now in a
“Delegation” position.
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